AhnlLab
EPP Security Assessment

Discover, Assess, and Reinforce Endpoints

Provides Platform-based Endpoint Hardening
Automated Response for Vulnerable Systems

AhnLab ESA (EPP Security Assessment) uses a threshold-based approach to assess and take
measures for vulnerable endpoint systems, thereby contributing to endpoint hardening.

By assessing the security level of each system with a scoring rubric that takes over 70 assessment
items into account, AhnLab EPP Security Assessment discovers vulnerable and misconfigured systems.

It also provides automated and background measures in order to bridge the security gap and reduce
the attack surface.
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Advantages AhnLab EPP Security Assessment enables endpoint hardening via integrated threat detection and
response with multiple security solutions based on AhnLab EPP, an exclusive endpoint protection platform.
» Endpoint hardening through platform-based, integrated protection
+ Greater ease in deployment, operation, and management via a single management console and agent
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Key Features AhnLab EPP Security Assessment provides various features to continuously assess and, when needed,
initiate prompt action on vulnerable systems at endpoints.

Automated Actions

- Able to automatically execute actions in the background according to assessment results — no need
for user and administrator to take any action

- Able to report on the details and results of automated actions according to the security policy
- Able to maintain a “Secure” security status for each endpoint system at all times

One-click Actions

- Able to execute manual actions by user and administer according to the security policy

- Enables users to take simple actions on the misconfiguration and vulnerable item with a single click
- Provides users with detailed guidance of actions to take

Manual Actions

- Able to block and unblock network connections for PCs with a score below the threshold — interoperation
with NAC solution not required

- Able to set options to automatically reconnect the network for the blocked system when the proper
actions are taken and the score above the threshold is recovered

Customized Assessment

- Able to customize assessment items and set measures for specific programs (processes) or services
used in the organization

- Able to add and manage assessment items according to the organization’s regulatory environment or
corporate security requirements

- Able to monitor and collect the current status of CMOS password settings for each system

- Able to generate user-defined reports

- Runs EPP Security Assessment on the background until vulnerable systems have been addressed
- Shows widgets on the background as per administrator’s policy

Anti-malware and Patch Management
- Able to automatically update anti-malware engine - Only when using V3 products, AhnLab’s anti-
malware solution

- Able to automatically apply and update the latest patches for various applications and OS versions
without any action by the administrator - Only when using AhnLab EPP Patch Management
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