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1. EtX|(Detections)
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1. 23 (Protections): Test 1
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- Diagnosis Detection Date: Host
e Trojan/Win.PUP.C4784040 2025-09-05 09:10:03 10.26.4.102 (tentowers)
2 = @ Analysis
° 1] QW% v @ B¢C - @ o a rch for di Q
& frefoxee
Process Details
« PID 9340
+ Hash (MDS) bAa476da904c33912c6012785¢4673de. O
*+ Hash (SHA 256) 25bacee2fd3594742¢12031598076320ef 1bfb35c1a02a9a76cfe28f76db
aBed O 7
* Process Path C:\Program Files\Mozilla Firefox\firefox.exe (7
+ Flle Sze 694,848bytes
« Digital Signature Issued by
Signer Mozilla Corporation
Issued by DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CAL
> )
V4 ) .+ Inflow Route @other
Be Fe A1 N Behavior Cat & 03
* egory SR 2553253035
- - o - (@3 ,
tharlaw crashhelper.exe
10.26.4.102 @ % /Q\\ 7 Q > @9 29:3 V3 Diagnostic Information
) - )
A3 explorer.exe firefox.exe « Diagnosis ‘Trofan/Win.PUP.C4784040
02%1418186 £291%4 fiefoncens B @
0225%5@10 ©325 + Details EDR_TROJAN_WIN_PUP_CA784040
« Diagnostic Type Trojan
D25%27 87
* Scan Method Other Scans
* V3 Engine Version 2025.09.04.90
« Status =R can be deaned.
Behavior Analysis

Nalicious Disanosis: Detection Date: Host:
AU Trojan/Win PUP.C4784040 2025-09-05 09:10:03 10.26.4.102 (tentowers)
@ A @ Information
Q: awx. a B+ —~ @ 2 o carch for diagram objects Q. (2
Trojan/Win.PUP.C4784040
Basic Information
| « Detection Date 2025-09-05 09:10:03
|
* Log Received On 2025-09-05 09:11:56
« Inflow Route
« Hash (MDS) 920151723d83c7affc22d64852087a4a ()
| + Hash (SHA 256) 98f0dfe2e5996802b841eb85776760d77cd7f658a21372¢7017fBealfde21
15 9
« path C:\Usersitharlaw\Downloads\Snaffierexe (3
)
4 e Diagnostic Information
[
Pe ° o1 - (@
=3 =1 o : + Diagnasis Trojan/Win.PUP.C4784040
tharlaw < Q X @ Ccrashhelperexe »  ° DignosticType Trojan
10.26.4.102 (x} é'Q =3 * Scan Method Real-time Scan

* Status [EZ22) The file was removed because it was malware.

o3 cexe
D2%14181 2914 ?zzsﬁ:ﬁsug"azs 3
firefox.exe TI Threat Information
D25%2737
+ Attack Vector
+ Attack Technique
+ Impact

[22! 3] Protections: Test 1- It AHch S5H

AhnLab EDR2 2|S0i|M CHR2EEl A3 I Snaffler.exe?t 44 Al LM E 2ot AUSS EIXIUCE 0]0i| CHal,
XEAL QtE|HIO|2{A £24 AhnLab V32t HA[5H0] A& IHUS Trojan/Win.PUP.CA7840402 TILHH XHEHSHO ot
AP LS APHO| QAT D] ofd IHUS XIS 2AS HO{, EDR2 QHE|HIO[2A HAIS SOl F#HIH = ofiH 2zt
Ofl M XHEHO O|RI R =X| AFBXIS0] OflE 4= UTE CH= oM 2 2[0|7t AL
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ZHE StAHO|| Aot SHX= awaynwoodEhs AFEXF AHOE 1A HE Mall E 1 E E3f wmiexec.vbsE C:\

Windows\Temp ZZ0| CHRZE Lt 0|F, oiiEt AT R EE 2E5t0] It AMH heartshome(10.26.3.106)0| HIE

Diagnosis: Detection Date:

MalCOUS  11alyiare/VBS.Generic SCIB3030 20250905 10:35:18 | 10.26.4.104 (ironoaks)
. @ Analysis
Q- Qux v @ B+C -~ | @ o Search for diagram objects  Q
& rcoe
v Process Details
« PID 7960
+ Hash (MD5) 26706f660c7094d1007037d764bd80e3 (I
* Hash (SHA 256) 9274b0538900093CS7CTabaSech H10Z3b200d HISALB BN
16565 ©
+ Process Path C:\Program Files\Sarnor\2025erdt\rc.exe (J
2 + Flle Stze 50,680bytes
s = M + Dightal Signature Issued by
= )) Saner Mirosoft Corperation
4 ssued by Microsoft Code Signing PCA 2010
o A2 S
o o .« Inflow Route @0ther
S © . BehavorCategoy @O0 7523 03646
awaynwood ~
10.26.4.104 0 V3 Diagnostic Information
+ Diagnosis Malware/VBS.Generic.SC183030
AW | + Details EDR_MALWARE_VBS_GENERIC_SC183030
~ !'!_:.mne + Diagnastic Type Malviare
07 3646 & 52 + Scan Method Other Scans
* V3 Engine Version 2025.09.04.90
* Status ) The file was removed because it was malware.
Behavior Analysis

[12! 4] Protections: Test 5- MU CIRZE SX

Diagnosis: tection Dat Host:
"5 Malware/VBS Generic.5C183030 2025-09-05 10:35:18 10.26.4.104 (ironoaks)
$ @ Information
Q- Qs v @ BEC - o 2 S (6]
Malware/VBS.Generic.SC183030
Basic Information
* Detection Date 2025-09-05 10:35:18
* Log Received On 2025-09-05 10:36:51
* Inflow Route
* Hash (MD5) 28a80be3963f42fc636bade7b3810712 O
« Hash (SHA 256) beB7f02b0cf1e89a3: 1cd289c7b6371
| 204
2 ,’) * Path C:\Windows\temp\wmiexec.vbs (3
| i
s Diagnostic Information
] -
° fAY ]
-a o i« Diagnosis Malware/VBS Generic.SC183030
Y ,  * Diagnostic Type Malware
a\vayn\vood « Scan Method Real-time Scan
10.26.4.104 > @ @) « staus (EZ) The i was removed because it was malvre
A | I Threat Information
rc.exe
Y7 2646 @
0.7 3646 @52 + Attack Vector
* Attack Technique
* Impact

[ 5] Protections: Test 5 — It X}t 5

2| Test 12+ RAFSHAl Ahn
HAILME Zetstu USS

CHS0 IS KFERHCE

—

Lab EDR2 2|20|A C:\Windows\Temp Z20] Ct2 2 =&l A3l I wmiexec.vbs 7t 2t
SS EFXIZUCY, 0]of CHaH, AhnLab V35 &3l Malware/VBS.Generic.SC183030£ Z!
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3. EtX|(Detections): Substep 7.5 - 2Izj|0|A

SAXH= htargaryen0|2h= AFEAL AIH 2 0@l ZIEE2] redkeep(10.55.3100)0lA NTDSE &8¢t xtH 5 H
IS S NTDS It S F&ot @E2tQl 322 S ALt 0|F I8 MIF THAIZ redkeep(10.55.3.100) 01| A reg.
exes Aalisl| A|AHIS0|2 S A2l harrenhal(10.55.4.103)2] Windows\Temp\system.hive ZZ 2 X5t Lt

@ View Key Behavior Detalk - Chrome - o x
© FU2T  hipsy//52785. 000a648:
Main Content and Diagnosis: Detection Date:
" Accessed the LSA Secrets reqistry key (CredentialAccess/DETECT.Event.M11795) 2025-09-04 09:56:11 10.55.3.100 (redkeep)
a @ Analysis
0 : Q 100% Q BeC | — o L o Search for diagram objects Q. (2)
@ powershell.exe
Search Q
o Al Behavior category Severity Rule level
v 2025-09-04 09:56:11
m‘;':’;“ 45 & Accessed the LSA Secrets registry key RID 11795 PID 5855
o' ) CredentialAccess/DETECT.Event.M11795
TADO0S Credentil Access T1003.003 05 Cre
s O . T1003.004 O Crede
P Target: reg.exe Seemore >
a A2 vssadmin.exe - PID 5856
“ o o o1 - ProcessPath  C:\Windows\System32\reg.exe
htargaryen - H + Hash (MD3) eb20e119aaf500e2752dc5a588b54c12
10.55.3.100 & 3 « Hash (SHA 5
256) bA484175 2
A - Flle Sze 94,208bytes
0201 powershell.exe n?.;zc i oyt
#6016 %170 &5 - User Account  htargaryen
- CMD Line © Encoding/Decoding (Bases4)
a "C:\Windows\system32\reg.exe” save hidim\system
1110.55.4.103\C$\windows\temp\system. hive
cmd.exe
d *7
Q 52 PIDSESS
reg.exe See more
m1%7
| ‘
AE o=x E
[22! 6] Detections: Substep 7.5 - A|AH! 50| 2 Q2 Q| EfX

AhnLab EDR2 3AXI7t L@l XtH ZH 23 E 2l MBEIX| %2 reg.exeS &M AAH S5I0|EE #HX|0 KN
Zste{= S22 HQ| Cto|oj 1M o 2 HAIMLCE 2 X|AER| 6t0|2 HZ(HKLM\SYSTEM)2 &1 UNC XMZE 24|
(\10.55.4.103\C$\Windows\Temp\system.hive)E & =t5tA| BHX[St, ofof| £&tdH= TID(TA0006 Credential
Access & T1003.002 OS Credential Dumping: Security Account Manager)S M2%ICt. 0| E3l, 22Xt X}

2 S8 HFE RIS ALY B10|E R E AAZ LAMSH OSHE = UA=F T

Ol

4. EX|(Detections): Substep 7.2 - 22IRE

OFX|2e 2, S22 JHo|M SAX= tlannistereh= AHE XA A 2 2 ahightowerzt= AWS A1 EH S W-E5IACE o
71M, B ArE X 2IEE| fI8H mIBHAL 2tE 2| 7|E HI0T HIAIE =21 siE H|A o] [et ahightower A1 E S M
A-I$H|:_|-
O M .

AhnLab XDR2 SZXt7t 7| Z H|0[Y HA| Z=2| S ¢l AFEAt ZES 712 7| AES et AS 2RIt Ho[Y A

A= Z=te| Ao SESH= 7HE OIS0l Stitel YTtES F=7Fo HEKLY.

+ a +targaryen
« t + lannister
* j + mormont

+ a + hightower

IWWI@HEE AhnLab XDR2 MX tlannister(3ZXH 7t ListUserPolicies & ListUsers O|HIES Edlj 7| = At

A S5 S HHME TN = HRIE BRISHACE
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Ahnlab XDR

(7 Dashboard
& Fusks > Intormation > 291237
Risk Management
@ hisks 291237
Lo Assets

ion of Multiple i i

Multiple information retrieval activities have been detected.

@ Threat Intelligence
Q Search

Configuration Summary Evidence Entities Relation Graph Logs

@ Scenario Rules

2= Response
« Cloud Activity Detection
Reports 2025-09-04 133022
Q Notifications
* Tactic 1D TAOOOT7. Discovery *Techniqueld  T1087.004 Account Discovery: Cloud Account
Data Hub
4 * Source IP 52.200.116.137 * User Agent 1; Linux x86_64; Firefox/128.0
Administrators
& ks * Behavior list * Outcome success
s
B Log * Event Name UistuserPolicies * EventSource  iam amazonaws.com
@ settings + Cloud Region us-east-1 + AccountID 132501409176
. y 1409176 - Credential Type  AssumedRole
Identifier
* usemame anightoner * requestid 131bc8b2-555e-4a1b-a9a1-cdafbecacoff
+ cloud-odjkey  AssumedRole
« Cloud Activity Detection
2025-09-04 133006
+ Tactic ID TAQ0OT: Discovery + Technique ID T1087.004: Account Discovery: Cloud Account
* Source IP 52.200.116.137 * User Agent il 1; Linux x86_64; rv:
* Behavior list * Outcome success
* Event Name ListUsers. * Event Source lam.amazonaws.com
* Cloud Region - Account 1D 132501409176
- Identity Resource  am:aws:sts:132501409176: i i i i - Credential Type  AssumedRole
Identifier
- requestd 7612731-3369-410e-92¢8-cd33871179F - cloud-objkey  AssumedRole
Notice | Privacy Policy | Terms of Service | ContactUs
= i :S - I-Q_ |-E§ ol X4 xH }-:‘ I
[32! 7] Detections: Substep 7.2 - AlEX =5 8! HM 7427
i 7 C U EE E] i =2 MMBI= 12 EFX|SH
—_ E—3 — — _— Ol
2|1, tlannister(34AH) 7t CreateUser O|HIES E¢lf ahightowerS 445t= 28 S BIXIFIC
AhnlLab XDR
(7 Dashboard
291350
Risk Management
© Risks Cloud User Account Change Detection
Lo Assets Detects changes to cloud user accounts (create, delete, update, etc.)
@ Threat Intelligence
Gt Searcty Summary  Evidence  Entities  RelationGraph  Logs
Configuation
8 Scenario Aukes « Cloud user account has changed.
2025-09-0413:30:05
4= Response
A - TacticlD TAO003: Persistence - TechniquelD  T1136.003: reate Account: Cloud Account
0 Hodtemons - Source P 52200116137  User Agent 1 Linux xB6.64; v Firefox/128.0
4 Data Hub * Behavior create * Outcome success
2 Administrators * Event Name CreateUser * Cloud Region us-east-1
* Accoumt ID 132501409176 < ty 325014091 umed-
B Logs Identifier
© Settings + Credential Type  AssumedRole « User shightower
= Cloud resource has been queried
2025-09-04 13:29:37
- Source P 52200116137  User agent 1 Linux xB6.64 v Firefox/1280
* Behavior get * Outcome success
+ Event Name. GetPolicy + Cloud Region us-east-1
* Account 1D 132501409176 X Y 325014091
Identifier
- Credental Type  AssumedRole
« Cloud resource has been queried
2025-09-04 13:29:37
* Source IP 52.200.116.137 * User Agent il 1; Linux x86_64; Firefox/128.0
* Behavior list * Outcome success
* Event Name ListPolicies * Cloud Region us-east-1
« AccountID 132501400176 . y 325014091
dentifer

* Credential Type  AssumedRole

[22! 8] Detections: Substep 7.2 — ahightower 44
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AhnLab XDRL sl{et 2|0l Cisll Defense Evasion (TAO005)2t Masquerading: Masquerade Account
Name(T1036.010)2h= Xttt TIDRF HHE HS3UCH

Ahnlab XDR
(7) Dashboard
€ Risks > Information > 291350
Risk Management
@ Risks 291350
Lo Assets

© Threat Inteligence Cloud User Account Change Detection

Detects changes to cloud user accounts (create, delete, update, etc.)

Q Ssearch
R Summary Evidence Entities Relation Graph Logs
& Scenario Rules
2= Response
Assets 2 amiaws:sts:132501409176:
@ Reports
A Detected 2025-09-0413:45:13 Rule 1D 610105 (7

£ Notifications
o4 Data Hub MITRE ATT&CK Persistence (TA0003) (7 v
& Administrators Privilege Escalation (TA0004) (7 v
B Logs Defense Evasion (TA000S) (7 A
e Masquerading: Masquerade Account Name(T1036.010) (7

Settings

Impact (TA0040) 1 v

v :aws:sts::132501409176: d-role/ki i dmi

Name arm:aws:sts:132501409176:assumed-
role/kingslanding-sso-admin/tlannister

Notice | PrivacyPolicy | Terms of Service | ContactUs

[22! 9] Detections: Substep 7.2 - X!t TID M2

AXZHEX| 2I|E SO 2 A 0|52 2IEo EHU AYXE =l ot= Wl E +AUS

e g
o
5l o3l 4= A=E L.

mjo

oz}

=

[ ]

tOIE] Of=t WIh= T MAM = SIS oI = Yotz &X
2 = Gotol|M 20| At 22t 0| 2M =T
Of7L, lie Hotol| 51 AL o= HIISH HAHQl HES X&5ts SA0| B Gle 54 1otE S 1S9l L=

£ £0|11 Ack= FollM 2 2|0|7F QL.

OtO|E OfE W7} 2t E 7 Zuh= OtO|E| ZT|O|X|0l| A Zheleh 4= QUC}. & Lol Fo4oh ot M| Zof| TS XtM[et =
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https://evals.mitre.org/enterprise/er7/
https://www.ahnlab.com/ko/product/endpoint-detection-response
https://www.ahnlab.com/ko/product/extended-detection-response
https://www.ahnlab.com/ko/product/endpoint-protection-platform
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