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MITRE ATT&CK iFIE MITRE £ kMR e~ Rillid, ERiHET2BRA =N EMBEARITH
BN IFREN SHAENAEHERR, TFNEIENEBEREALFEANRIRERAR, ERENSIMER
MR SR RAZWNEES. NEHER E TFTX2MEES, UNSHEESBMEE, ZIENHIEF 3 HE
Z2HFEE, MEET MITREATTACK® MiRE, BRERLl SEEMCN_ LB ART £,

SEMRE 7N, RESESRGARKRANSEAAMEREMIROTENE, WAANEIKGRAN

RMENZ2Fmliiz— RE TRITUHES 11 Xek&L2l 55, AhnLab (EAM—SITNEE
7, B 3REEESS XSS5 MITREATTACK TN,

Acronis Ahnlab  \GROWDSTRIKE ~{ } Cyberani

cybereasonr
€ cynet SOPHOS @ TREND!  (W7chcuad

eeeeee

(Bl 1] MITRE ATT&CK JEIZE 7 5 23F &

BRI SO

MITREATT&CKIENRA A B RIGITEN, BEMISME (Step) REMWNEFHE (Substep)
(AR, MITRE BT ZEMMEMMASHTEDRIT, MNMAKEITNSTE SR ESMASH RIEAES
1HIBESo

S5ERRAEL, ZRTENNRATMET: EELAMIFE (Windows /Linux) Bt E, #igT =IF
PR, X—BHRSRMT HRREEERMS N2 EEEB6). LS ERENINLES,
FEENE ML AR 5.

ME(KZEMISRE, MITRE ATTRCKIEN X EGIEL TR AR
AT (Detections) APBAIP (Protections)
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1.18 (Detections)
1 (Detections) EIRFEFIFNZLARRAEZFMBEMHBLI. D RFEXEEST.
FHBPNEINEESMIHERE ETXER

None — General — Tactic = Technique X%

MITRE 24&
3 #Eﬂ’n’LX"F%%HZISf?iﬂﬁiﬂﬂiﬂ%ﬁﬁﬁﬁo HMZFLRM
#, FRHEE, RTBRADFENWHITHIRDIEREE,

N EMN RS RANZ BT,
1] A
N/A FTHNTENSEEME R
None RIRHN N FHRIBROEE, IR FEITNER
General AIBAETEE R, A BT AR EMIERE
Tactic RFFETANE RRBEREZMHA (Tactic) BEAM_LETXER
Technique RGRFIEEAR (Tactic) , TIRMETAF E AT ERA (Technique) EEHITE L TXER

[ZR 1] MITREATT&CK TN - HoMIEIRELR (BEEMH)

EEY, TFESERRIFRRAEINRR (False Positives) HVIZHIEES], AR FRINEEEER
S5EREEH, UHAERSRESERBEMXDBEITASIER ST,

=t

%51 A
N/A THNTENSEEME R
Reported HIEETHIRHABETAHMEEE
Not Reported IEMRBIAIERTH, Rt ASFE

[FR2]MITREATT&CK M - MMIERELR (RIR)

2.p53P (Protections)
F5#7 (Protections) Eﬂ%ﬁﬁz_l:ﬁlz:}”ﬂ??iﬁ’iﬁ%ﬁf
o MhdZERLLEN / R

REIBTEI T M R YOG A SE BRI 2 BEITA IR
id (Pass/Fail) E’J?’i‘t%i)b, BT FIr RS2 BT KB R AT TE A .

el WA
N/A THNTENSEERYIE SR

Protected EBRRITHEFR R E RIS FE T

NotBlocked AVFERITRRE, REEsTHFRER

[R3IMITREATT&CK M  BAtFRBITNIR &
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WA 43R

MITREATT&CK % 7 SITMIELE S 6 VAT, BIAESMREALNBERAREERERMTR.
IREPRITHREHELTECIEUTHARE: AUKLFAZHENHMEREHS (Financially-
Motivated Cybercriminal Collective) ALAFRERE RHIMLKEIRLEL (People’ sRepublicof China,
PRC Cyber Espionage Group)

BWEALHBAIM T,

1.Scattered Spider: K425 #m 7 HRIBIMEBELHLR

MITRE EARIFNHEIN T It 2 TR E. iR TAEPEURZERIAE (MFA) S5d8E1&FRN
WiEH4A4R Scattered Spider, WEEFFEHWNREENZRFERARE, ERIVMBIIESRG, HITWE
5ERRSME, HELHRAMRAKNRMIEFEE, ZARNKRERRERETERRIR, EBTEREIE
RIREXA EFIBH DRI FEEIRTEN, B AgpL ™ E R,

2.Mustang Panda: HRERE SHIMSEEIREAR

Lt5h, MITREFEIA T HEUBHREEEN S TERRZRNPEE =MLLEIEHLR Mustang Panda, %441
BEEEHSTIREFE, HEASETASRSREREFIERAE, HEMNSMHREITHSETAE
PENEREESHE 2R, fli0: LOTL (Livingoffthe Land) HKERA. EFEEARRE. BT
SEMIZHENIRE A

&L 100%! AhnLab $R5c{TILASENR SR

AhnLab UATFRRAESS T AR MITREATT&CK I : ATFT—RZIHON S AR % AhnLab
EDR AZif&R 2T & AhnLab EPP ASaaS B L2 E 7T & AhnLab XDRTERAHF (Protections) 1M
KRN 100% =B TMERY, AhnlLab EBHZZANMIFE S ZIRIR A — AW RN BT AL KA M ERR 1% 75
EES T &REBNHR.

MARAERE, AhnLab 2miENERE N A EEEREE:
1.100% EEBnPEER! ISIEfTIAL SRR SN

AhnLab ZEB5#7 (Protections) 1EReEMELTHRAKT T 100% BIERITH, MIETEURBRNRAER AL
SIENEBEIE MR, ERIAET HE MITRE ATT&CKEN. 2GR ESSZ P IR E iS4 RS IR

Tl kR 2EET

BEF—RHNE, XMHIFTNFEESRAESTAMMRENIRZR. AhnLab EEBERIRRIXLEIERTT
7, FHRFITIREERT, FOERRT HAEMBERRENZSh, EtF ARSI AT,

=2, AhnLab gEfEI RFBRTNARFREREVERTTH, RNBRITIERLSER, ERKAFFREREFR
ELeM5E BT,
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2. EETMIFIR S ZIFRA S E R TR

WHIFTIA, MITREATT&CK 2 7 ®RIENRA TREAMIFIE (Windows/Linux) S=IMRERIESHET
2o EiZHRT, AhnLab BURRAG R BIRERAANBEBEEAR, RETIFANEHIEHES 217
BR. BEXYEIHE, AFREBMIEITAN “£TX (Context) ” ik, 2EEBEMREMNAEIRES
FISEE,

ESEMEINNTIHES, AhnLab iE5ET XDR fi#RF5 2 AhnLab XDR S57ENIFE Ry = 2R TEAED,
MEEMEIIEZR, AhnLabXDRLEL “FFHEzl XDR (OpenXDR) ” HIER, BEBEMCNIKEEELEM
MBS RIME 2 BB SERNERTA, FRHSREETXER, BE4ORTEN, AhnLab RXE
FRAMIFERIIET BEX A, tE—FIERT HERIME TREAS SR TG,

3 HEIRZE (False Positives) iX90%, I “SIERI&”

A FIHMEIERE S REMEENESSEHR, AhnLab BUS T4 90% BYEHIRAIZR, XEK
A, BRAAEREANEBLSITAN, KRMAFTKENRMEE, BXEERTIRRAE, ZERKRHA,
AhnLab BUfBR S REEBE TEEQNEES, VXEREFEZHERECETEEARNIESTE (8
) ElH.

L5, MITRE ATT&CK iEMERB B IOIE THMEZE B LT EELR (Delay) » XRRANEELIFER, B
PEEF—IEFREQNE R H RREBFEIME, EAXENS, AhnLab B INfRR S R USER 75
IRHIONLER, MINEIMT “SERM (ZeroDelay) ” o

SE BRI o B R RS T S 651

7E MITREATT&CK 5B 7 #iFNA, AhnLab BRI RS ZETE Windows. Linux UREIMEFEEENT
SR SRERTEE D, FEE @I BASE], 3BE AhnLab iAESSFRITENZ S A SE IS
Eial: o8

1.p53R (Protections) : Testl
WEEMNBENSEEINER, FHAARPKF tharlaw MXEIRS 2 FE T 279 Snaffler.exe FIETHI{TX

o A THXHNERN, REETML T XAMEESWEHZRSHHETH.
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Diagnosis: Detection Date:

MalkoUS yroian/Win PUPCA784040  2025-09.05 09:10:03 10.26.4.102 (tentowiers)
. @ Analysis
° t Qux v @ B C - @ 2 a ’ am ob Q
& firefox.exe
Process Details
« PID 9340
+ Hash (MD5) bAa476dada4c33912c6ef2785¢4d73de ()
* Hash (SHA 256) 25bacee2fd3594742¢12031598076320ef 1bfb35c 1202292 76¢fe28f76db
aBed O 7
« Process Path C:\Program Files\Mozilla Firefox\firefox.exe (D
* File Sze 694,848bytes
+ Digital Signature Issued by
Signer
(¢ '\ Issued by
') ® « emdline
Do Fe o1 (@ .« InflowRoute @orher
- - “ (1] "+ Behavior Category BUD25G3BH02%S
tharlaw crashhelperexe
10264102 e > /3\\ - (3 > ‘@:zo iy -
¥:) Diagnostic Information
3 explorer.exe firefox.exe
o = . firefox.exe o
N2%1418186 #2891 x4 < .
® i 02255810 ©325 Diagnosis Trojan/Win.PUP.C4784040
frekon  Details EDR_TROJAN_WIN_PUP_CA784040
025%2737 + Diagnostic Type Trojan
+ Scan Method Other Scans
* V3 Engine Version 2025.09.04.90
« Status [EEER can be deaned.
Behavior Analysis

Diagnosis: Detection Date:

= Trojan/Win.PUP.C4784040 2025-09-05 09:10:03 10.26.4.102 (tentowers)
@ Information
Q: aeux.a B+C - @2 o 3 ) Q
Trojan/Win.PUP.C4784040
Basic Information
! * Detection Date 2025-09-05 09:10:03
* Log Received On 2025-09-05 09:11:56
* Inflow Route
+ Hash (MDS) 92051723d83c7affc22d64852087ada O
« Hash (SHA 256) 98f0dfe2e599e802b841b85776760d77cd7f658a21372¢701 7f8ealfde21
15a 3
- Path C:\Users\tharlaw\Downloads\Snaffierexe (3
“
> ) Diagnostic Information
J
8 ° | 7
‘ ‘ o1 a > @ : « Diagnosis Trojan/Win.PUP.C4784040
" ,  Diagnostic Type Trojan
tharlaw crashhelper.exe 5 i
10.26.4.102 @ > /é\ e > @9 e Scan Method Reak-time Scan
o « Status (B2 The file was removed because it was malware,
a3 explorer.exe firefox.exe
D2%1419186 #2914 \zzsmi’:"ns ]
S . I Threat Information
firefox.exe
D25%27 37
* Attack Vector
+ Attack Technique
« Impact

(&l 3] Protections: Test 1 - X{#= &R

AhnLab EDR U E MIMEE FEBIRTHITXY: Snaffler.exe EEE =45, BEfE, @125 AhnLab B9
JEEFRASZE AhnLab V3 BXTh, BEEIZETA Trojan/Win.PUP.C4784040 HmINi=E, MMEGERITHE
PRk £ FITERbElT. AL T IEREXHZE, KiEid EDR SHRSMHASENDRE S, mAF
EUTEBLAENAEFERS LT, BXEKX,
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2.B5#P (Protections) : Test5

ER—SRERIED, WEEFEBBAPKA awaynwood, BT <SHITIT A wmiexecvbs THE
C:\Windows\Temp B2, Bafg, WHEEFIRZMAEXHIRSES heartshome (10.26.3.106) LE8IET
MEHEZ,

= D :
L 2025- 10:35:18 10.26.4.104 (ironoaks)
R @ Analysis
°‘: QW% v @ B+C - @ o Search f am obj Q @
& ree
~ Process Details
« PID 7960
+ Hash (MDS) a67d6/660c7094d1007037d764bd50e3 (3
*+ Hash (SHA 256) 7abaSech6341023b2addc
55 9 &
« Process Path C:\Program Files\Sarnor\2025erdt\rc.exe (3
* File Sze 50,680bytes
— [' = + Digital Signature Issued by
.,/ Signer Microsoft Corporation
pe Issued by Microsoft Code Signing PCA 2010
o a2 e
a ) o .+ InflowRoute @orher
4 "+ Behavior Category BODT7@52:: 0346
awaynwood ~
10.26.4.104 (2] V3 Diagnostic Information
+ Diagnosis Malware/VBS.Generic.5C183030
AN 1 * Details EDR_MALWARE_VBS_GENERIC_SC183030
rc.exe . - SR
« Diagnostic Type Malware
0.7 3646 @ 52
+ Scan Method Other Scans
* V3 Engine Version 2025.09.04.90
« Status [T he file was removed because it wa
Behavior Analysis

‘ Search Q

[E] 4] Protections: Test5 - X4 FEHIEE

Detection Date: Host;
2025-09-05 10:35:18 10.26.4.104 (ironoaks)

@ Information
$C |~ @ |9 Search for diagram objects Q. ()
Malware/VBS.Generic.5C183030
Basic Information
« Detection Date 2025-09-05 10:35:18
* Log Received On 2025-09-05 10:36:51
1 « Inflow Route
| * Hash (MDS) 28a80b¢3963/421c636bade7b3810772 (I
« Hash (SHA 256) beB7f02b0cf1e89a: 1cd289c70637 fdc1s
| —> [ ) R3]
« Path Ci\Windows\templwmiexec.vbs ()
|
ol ® N2 Diagnostic Information

“ i+ Diagnosis Malware/VBS Generic.5C183030
« Diagnostic Type Malware
. ,
?B’azys":"(igg > Q o) + Scan Method Resktime Scan
Co « Status [EE) The file was removed because it was malware.

a1 re.exe TI Threat Information
Y 2
073646 &52 .
+ Attack Technique
= Impact

[E] 5] Protections: Test5 - X{4= &R

5 Test 13}, AhnLab EDR#&ME) FEHZE C:\Windows\Temp &2 B wmiexec.vbs &8 EEHIERS,
AhnLab BEED@E:d AhnLab V3 1§ E 2/ Malware/VBS.Generic.SC183030 52 PRMT, BhLEZ T H—%
8.
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3.1&M (Detections) : Substep 7.5 - Zsiiifi% (On-Premise)

WiHEFERAF W, htargaryen, 1EiITH28 redkeep (10.55.3.100) _EFJF NTDS EiE# &7 TUIREX
NTDS X, HERHITELMM. (FAZHEHEN—E7, WEETE redkeep LHTT reg.exe, RER
RGSEME Hive iImf2RZEZE \\10.55.4.103\C$\Windows\Temp\system.hive (B45E#: harrenhal)

3 View Key Behavior Datalls - Chrome - o x
© FA2T  hipsy//5278.5.1528 00026483
Main Content and Diagnosis: Detection Date: Host:
Accessed the LSA Secrets reqistry key (CredentialAccess/DETECT.EventM11795) | 2025-09-0409:56:11  10.55.3.100 (redkeep)
@ Analysis
° N Qe v @ B4+C | — @ Q o Search for diagram objects Q. (D)
@ powershell.exe
arch Q
Behavior category Severity e
-
vssadmin.exe I8 PO
%17
o (=
) v See
» 4 vssadmi
‘ 02 in.exe «ProcessPath  C:\Windows\System32\reg.exe
" o o @1 5 - Hash (MD5) eb20e119aaf500e2752dc5a588b54¢ 12
- 4 + Hash (SHA d8b21
155010 e > i¢> 256) DA48ATS 1
* File Sze 94,208bytes
~ - Account htargaryen
0241 net.exe User
powershell.exe 226 + cMD Line 2 Encoding/Decoding (Baseé4)
#6016 %170 &5
i \system32\reg.exe” save hkim\system
a 3\C$\windows\temp\system.hive
d %7 D 3 Attempte Ito another process RID 10652 PID 5856

5 -

3 Target: See m

1%7

[E] 6] Detections: Substep 7.5 - Z4t Hive SNt 1T 018

AhnLab EDRIEZ1THXEXE, BWETR T REEFERARE LN reg.exe ZIESHARS Hive. LILHEHER
GEMIE RS, RFERIRAIHITE T XRREZE, 8!

- AR Hive B2 HKLM\SYSTEM

-IEF2 UNCTERENIE . \\10.55.4.103\CS\Windows\Temp\system.hive

[E8Y, AhnLabRiET 5% T ASELERTID:

- TA0006 Credential Access

-T1003.002 OS Credential Dumping: Security Account Manager

Hltt, AFRBNNEENEEGNEESHITIZR G, TR,

448N (Detections) : Substep7.2-=IFiE (Cloud)
AERMER, WEHEEABAFKF tlannister 81227 — MBI AWS IKF ahightower, EEIEWKFEI, MdE
BEREETZEMEREENGBIN, UEREREZRF.

AhnlLab XDR &ZH, WEHEECIEW R, BLRENAATIRKDERER, EamBMMNLL (RD8VE
) PRERIFAEL, HEMAMI— FE, fli:

* a+targaryen « t+lannister
* j+mormont + a+hightower

B4, AhnLab XDR#&ME tlannister (X&) @i ListUserPolicies 5 ListUsers E4FREVAF 5IZR 518
KRR,
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AhnLab XDR

& Risks > Intormanon > 291231

() Dashboard

Risk Management
© Risks 291237

Lo Assets.

@ Threat Intelligence of Multiple i i

Multiple information retrieval activities have been detected.

Q_ Search
R Summary Evidence Entities Relation Graph Logs
@ Scenario Rules
2= Response B )
« Cloud Activity Detection

[ Reports 2025-09-04 13:30:22
Q Notifications

* Tactic ID TAO0O7: Discovery * Technique ID ‘T1087.004: Account Discovery. Cloud Account
% Data Hub

* Source IP 52.200.116.137 * User Agent Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
& Administrators .

* Behavior list * Outcome success
B Logs

* Event Name ListuserPolicies * Event Source iam.amazonaws.com

Setti
& settings - Cloud Region  us-east-1 + Account 1D 132501409176
iy amaws:sts:: umed - Credential Type  AssumedRole
Identifier
* usemame ahightower * requestid 131bc8b2-555¢-4a1b-a9a1-cdafbecodofl
* cloud-objkey AssumedRole
o Cloud Activity Detection
2025-09-0413:30.06

* Tactic ID TAO007: Discovery * Technique ID T1087.004: Account Discovery: Cloud Account

+ Source P 52200116137 * User Agent Mozilla/5.0 (X11; Linux x86.64; v:128.0) Gecko/20100101 Firefox/128.0

- Behavior list - oucome success

* Event Name Ustusers * EventSource  iam amazonaws.com

* CloudRegion  us-east-1 + Account D 132501409176

- Identity Resource  amaws:5ts:11325014091 in/tanni - Credential Type  AssumedRole

Identfier
 requestid 761f2731-2369-410¢-9268-cf3387117f - cloud-objkey  AssumedRole

Notice | PrivacyPolicy | Termsof Service | ContactUs

7] Detections: Substep 7.2 - SKEXE P 5IR 5 5.

BefE, R&NEIREEET CreateUser E4EIE T K ahightower,

AhnLab XDR
(7 Dashboard
291350
Risk Management
@ Risks Cloud User Account Change Detection
o Assets Detects changes to cloud user accounts (create, delete, update, etc.).

@ Threat Intelligence

Qiseareh) Summary  Evidence  Entities  Relation Graph  Logs
Configuration
& Scenario ks « Cloud user account has changed.
2025-09-0413:30.05
= Response
Poors - Tactic D TAGD03: Persistence + TechniquelD  T1136.003: Create Account: Cloud Account
O outomi - Source P 52200116137  User Agent Mozilla/5.0 (X11; Linux xB6.64; 1v:128.0) Gecko/20100101 Firefox/128.0
.{ Data Hub * Behavior Ccreate * Outcome success
o i “EvemName  CreateUser - CloudRegion  us-east-
* Account ID 132501409176 * Identity Resource
Bl Logs dentifer
(21 Settings * Credential Type  AssumedRole * User ahightower
« Cloud resource has been queried.
2025-09-04 13:20:37
* Source IP 52.200.116.137 * User Agent Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
* Behavior get * Outcome success
- Event Name. GetPolicy * Cloud Region us-east-1
* Account ID 132501409176 * Identity Resource  am:aws:sts:1325014091
Identifier
- Credential Type  AssumedRole
» Cloud resource has been queried.
2025-09-041329.37
* Source IP 52.200.116.137 * User Agent Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
* Behavior list * Outcome success
* Event Name ListPolicies * Cloud Region us-east-1
* Account ID 132501409176 * Identity Resource 325014091
Identifier
* Credential Type ‘AssumedRole

(&1 8] Detections: Substep 7.2 - )i ahightower ik
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34 ER1T/9, AhnLabXDRIZ(E T /EHAILACHI MITREATT&CK X ABRSY (TID) , B4F:
- Defense Evasion (TA0005)
-Masquerading: Masquerade AccountName (T1036.010)

AhnlLab XDR
(7) Dashboard
& Risks > Information > 291350
uuuuuuuuuuuuuuuuu
@ Risks 291350
Lo Assets.
@ Threat Intelligence Cloud User Account Change Detection
Q Search 0 g ! ( lete, Ups )
“““““““““ Summary Evid E R Grapt Log
@ Scenario Rul
Respons
7 amaws:sts:132501409176:ass
& Reports.
0 Notifications Detect ted 2025-09-04 13:4513 Rule 1D 610105 (7
o4 Data Hub MITREATTECK  Persistence (TA0003) (@ v
& Administrators Privilege Escalation (TA0004) (7 v
Logs. ision (TAD00S) (7 A~
ing: Masquerade Account Name(T1036.010) (7
@ Setting:
Impact (TADD40) [ v
? :aws:sts::132501409176:

Name arm:aws:s15:132501409176:as5umed-
role/kingslanding-sso-admin/tlannister

Notice | PrivacyPolicy | Terms of Service | ContactUs

[E] 9] Detections: Substep 7.2 - {2£ITEAY TID

B STEAITHES E XM, AhnLab XDR 2R - RESSEMIIERE:
whHEEINEKFHRZAN, REMELNIHERESAPNREEESFE.

it MESEIERRALN, FIREFR:

MITRE ATT&CK M NN ALK R ANEMNNIN, RESEXLEDESERAMNEARARTR,
AhnLab E4XiFEN G, SEETR T Bt SSIMENRAEEED. SEEMN KRS ERIIST
Ho KNEB—IRMWE, AhnlLab BiEL:5FEE25 MITREATT&CKIEN, FMUESHs:. BMHNE=AK
IERIERRESFAL S, R R ERRARNERSHE, IR EFEE, BEEEEEN,

MITRE ATT&CK 55 7 31 ENIF L R AT 7E MITRE EAMILE R, S540RIFNE AhnLab =RHEZ(E
B, tEh&E AhnLab B A MIG#HT T 2.

» THRE % AhnlLab EDR

» T 28 % Ahnlab XDR

» T 28 % AhnlLab EPP
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https://evals.mitre.org/enterprise/er7/
https://www.ahnlab.com/cn/product/endpoint-detection-response
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https://www.ahnlab.com/cn/product/endpoint-protection-platform
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