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KRS 7> I ADDIFEFIAILFFEEATHS MITRE h'EhEUz MITRE ATT&RCK®FHMDI> A —
T34 X8R50 R7 (MITRE ATT&CK® Evaluations Enterprise Round 7. BAF [MITRE ATT&CK®;:F
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MITRE | 85Son,
100% Protections ENT_FRfflSE

Robust Defense Powered by
Precise Cross-Domain Detections

MITRE ATT&CK®FHEiDFRT

MITRE ATT&CK®5Hifiz I 2Y1(5— (MITRE) (& ERTZEDHICTAUNBRTDZIBZZ T THITZ
ITIEEFEUATHD., BT, K. FMFRREEH U, NEEHIR R&AD BEZEDH TS, HAN-tF1UT1%
R XM9—-75v9IL—LD—4- (MITRE ATT&CK Framework) ZiBU TIEE DI (Tactics) . %
fti (Techniques) . BLUFIE (Procedures) %AFT - EEL TVWBETILLENISNTLS,
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[MITRE ATT&CK®:Hil (. ¥149— (MITRE) A'ZEftd 37 0-/NLtd1UT EmsHica. BEAInIRE
I —TOIT AT I SEED ERMI N NEHE T 5. ERWEI I - THMERT RO EF A%HBIR
L. BWEERE(CHBIIZTFIUTIVI1- 230 OWRAIE R, RAOSEB LU 7F A NORE B 2T AN
%o ZIYV1—2 AV OIERATIFOFRFDIZHD DT TERC MITRE ATTRCK®DAIFEN—-AZHFULC, ZTF1)
FAEENBRARFCEDLICTTO-FUTVBNERY CEICERZEHETTVS,

SET 7 @B MITRE ATTRCK®:HTIE, EROEY ) - TMERT DT EE QBB FUAD
FTRRERE, SFTFLE THANCHRHEFEINITFIVT( RHET AN IDELTEDHENTVS, SEIDTT R
7 (L& 114070/ UV EF 1T BENSHNU. 7> IMBEEERELL THE—. 57> R3NS5EIE R CaHbIC
ZhLTV,

GCROWDSTRIKE Cyberani

Acronis Ahnlab ¢ -
Geynet SOPHOS @ TREND!  (WZehcin
W/ TH

secure

[Ed1] MITRE ATT&CK®:HfiT> K781k %

TS ) ADIRER

MITRE ATTRCK®FH(L, ARSI THAN-BRSFTUA (Scenario) ZiEakIHEFE (Step) E&EXRE
ZHER S DEFAIERPE (Substep) THERNEN TV, CNICEDE, Y149~ (MITRE) BB HIAZGEEEEIT
U SIIEEOVI1-23> 0Ot F1UT(EENZHIS 5.

BEDTTY RELEANTRADZALG. BEHFOAYTUZZ(Windows/ Linux)BRIR(C) 50 RRIBZBHUIZETH
%. Bolt, WEENADTVIRETSVRATERUBNBEEEEITLU TSR ERU., RROBREFULILAZT
FHizEEIEUZ,

SHIADE NS RBE. MITRE ATTRCK®:Hii(EAZE< A&RAI(Detections) A{R:E(Protections) THERkE
n3.
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1. 1% (Detections)
HAN-BROBRIB LU D EEN 25 M IS 18R%0 (Detection) IEBFITI(E. ZEFMERFE TUNESNIZEE

RO TFARNBHRZEEU. LT[R ]LOICFHE T 5. 1&E05 (LI None 5[ General |, [Tacticl.

[Technique |DNET. ARXNENTBELIBIROBELFEENEBBIEZERT B,

H7aV B

N/A Ml CRBRENBVS S

None SHHREIHN RV, FEEEHSESULRVES

General AIE. BEDOULL FEEERITENFEAELINVEFRBA TE S

Tactic WEMTEIOESEBTNARRIRL, BMir)a (Tactic) J1>7FA MR D5EL

. YFEOITEIDEA (Tactic) 28X T, FHEWFHERASRLE. #3247 (Technique) (CEAI2I 7+ bz
Technique _
Rt 35

[Z 1] MITRE ATT&CK®FHMmEBFIFTHEL IV — RIERAAR b

BT RIERANRY MIFTRKIEBRANRY M I 501K (False Positives) OEEGHEERT 5. SFUAICS
RERBANRY NIEBERANRY MSEEOTED, Y1—2a N RIEEIERBZIEHECX D TEINEINEMHETDT D,

HF3V EL
N/A FHf(CRBRENB VMG S
Reported [EERTENREVOIAREARL, BAGEELHEE
Not Reported EEMTEZIEUARANL. BAIEXEUEES

[5= 2] MITRE ATT&CK® T 1840 ] BEPIEHML )L - FR4&%0(False Positives)

2. &€& (Protections)
[{=5& (Protections) | BRFIT(E. Y12 ao A N-IEN S AT AL EZ S5 X Z81(OEKTTE2HE 5l 9

===

B0 YAT LW EERZ I DHNBHE TENENE, BI%/AEIE (Pass/Fail) B2 TTANZERITI S,

piban ) SiBA
N/A SHf(CRBRENAB VS S
Protected BIATENFEIR A CERA
Not Blocked BIUHTEFIRETT O]

[5= 3] MITRE ATT&CK®:THh R ] BBFIFHMEL )L - 524840 (False Positives)
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WE) - DA

MITRE ATT&CK® 37> R7(&. IV R6EEIRKICHER 2 REI I - TOFEZBHENDE TS HIA%IE
U, RIRITURINEY L - T ARE DI T AREREIESHA N -LE Y )L—TF(Financially-Motivated
Cybercriminal Collective) AHEEZOYA/\-R/{14)L—T(People’s Republic of China (PRC) Cyber
Espionage Group) Ti#&pkaNn 3.

BRI —T LRI BRAEUT OB TH .

1. Scattered Spider: £&%%H Y1 N-KEI)I-T

I15— (MITRE) & Y—3PINIZS=PUSIFRE VE-NTIERY=IDA A M—)b, SEZRBE(MFA)D
[EEHCFERUIZINEEY )L — T [ Scattered Spider] OFF=ERIETUL, WEE(L HEEDITVRERZF
R (IEVELT Bl B RL TRy NI = OB LUT (LI N)DESRZEITUIE, BEERS AT LT —HAR —DIC
TIERAd%. WEORMRENMFEOR KEDT—FERETIEALTREEES.

2. Mustang Panda: HESEOYAN-ZANLI)N-T

Ffe. X1449— (MITRE) (3/)\wF>J8EHEY -V =R ERGELESETOWRHREEZOYAN-ZINA1I )L -7
[Mustang Panda JBiEEERITURZ WEE Y —SvILI S P IFEREGENRY-ILELUY-EADEA
(CED N=YFFAXRIINIIT7 %N D, BIRDITENIEY —ILOFDZ S, FEOYAN-WEIIIATLAE
RS TILERSN TV, FlZ(E, LOTL(Living off the Land) F5&. N\—=YFSAXRIINIIT . J5IRR=Z(1>
TIREREN DD,

IREIER 100%! 72U — R937 > IMOHER

7RG B O AREARIY MRS MRS LU EY)1—-23> TAhnLab EDR] AT RRA > MzFalF
175y JA—ATAhnLab EPP] ASaaS Bitt+ 171 BRI T 5YhIA—LA [AhnLab XDR] TSEIDFHT(C
SPNUI. 1R5&(Protections) sl C100%Z 28U CERIGS . AV TVIR-I5IRETIILYS IR EBRIE]
RS LRI EHEEOE THEB INREMEZINDI,

I1-Y-0OIBEh5R5L. 7> SAOSEIOFHIFERIU T OBRRNMSERCIET 3.

1. 100% BRLER ! EFARSKEDOTFIUT(EEN%ZGLA

753, 4R (Protections)#BFIICHE VTR IR TENZ 100 %ML . FHEERREDS 2T 12 L 2(REUL,
MITRE ATT&CK®3Fi. 70—/ VIVaR5E, EROBBERERL, 4 BENSRETER (EERREKED
tF1UT(EENEBURERALL.

$5(C, SEIORETHE TEIARERAND MIFTEL [EEBBANRY bDH | THERASNTET A MG 72T &
OIEB(ICHUTESBEHBIL, EifZRITURWCE TEOIERRE FTIEALL, DED. BRI ARERER(AN
> M OFHERRL . [EBEBANRY NMIFFR] T 2L T RFOI-Y-RIZ TN F1UTE AN ZREFIRMT
2D THB.
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#2. AVTVIALI5Y N iBET STIEN R BRI S

BIIEDIED, SEDTY> R7(34>TLIA(Windows/Linux)e759 RedEhEES FUA TR N, 7>5
ROVU1-33V(F, OS X 3BEREF AT BFMATEI D IEREIRRUL, CNICED, 1Y~
HEEMMEREED CERATBICRIS 31 1> 7+ 2 N Context) & SEHIIEE TEB LU,

SENSHECEAINISIRSFUATIE, Bt XDR YU1—>3> [AhnLab XDR] #FHiRIEDIZI KUY
— LB, AN AT LAEBEUC, FEUNEEEL [4—-7> XDR] TH3 AhnLab XDR (. IWEENYS
D REITERUBNBRITI DA ERITENENRMCARANL . I>TFANBIRZIR MU TNUCLD, BEIFEOA> T
SARFTRLE I3 RTERMUAREE % EBAL.

#3. k1% (False Positives) 90% & #REEZ¥ O

WRAEE L MmEZ I T 3D U ERE AR MU T, #I90%DFaEEEEERUIz, COFERIITERER
IRBEVCTUTIIBRUBAZEEURIEIEVSETHREBAFEITNELN, CNICEH T, HitoVUi—-33>
W EERIRI N Z B (CRBOBENTF 171 —DERPICHE 257 X 2RI OB REZ AR TES L2 RU
oo

&5(C. MITRE ATT&CK® 5l (AR ZNE AN CEILE (Delay )H'e o fe hESNEEB(CHERR T .. REEDI—H—hi&
SRz BNBICBRISICER I 2NEND DD THD. 72 IRDYYI—SaANEIRNTORMIERZUT IV L
THRMEL. HEERUOERA(Zero Delay) | ZERK U,

KR ERRAS

SEINITIR7 T, 7>oIHROYN1—32(d Windows., Linux, $&UITTRICHIZNEE U IAREN & Wl 7774
Bz, TORENEERRI(CESITOHNZON . EROHIEELTRE TV,

1. {R5&(Protections): Test 1

WEBRIB(BAUVLEE(L tharlaw EWST-H-7hI> TIPS —){-h5 Snaffler.exe ELVIEITT
7AVESD>O-RU. IREE (& Snaffler.exe DAY O—REEBIC, O-NIVRFATHLURY NI I HBIREER
BRI 2T EIRLI,
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L Diagnosis Detection Date:

" Trojan/Win.PUP.C4784040 2025-09-05 09:10:03 10.26.4.102 (tentowers)
. @ Analysis
Q : Quwn v @ BEC — @ 2 Iy : amok Q
& firefox.exe
Process Details
« PID 9340
+ Hash (MD5) bAa476dada4c33912c6ef2785¢4d73de ()
* Hash (SHA 256) 25bacee2fd3594742¢12031598076320¢f 1bfb35c 1a02a9a76cfe2876db
aBed O 7
+ Process Path C:\Program Files\Mozilla Firefox\firefox.exe (D
* File Sze 694,848bytes
+ Digital Signature Issued by
Signer
(¢ ) Issued by
+ Cmd line
pe (2}
Se ° o1 - (@ .« Inflow Route @0ther
- - “ (1] "+ Behavior Category BUD25G3BH02%S
tharlaw crashhelperexe
10.26:4.102 e > /3\\ St > ‘@to 0%
X ¥:) V3 Diagnostic Information
3 explorer.exe firefox.exe
o . . firefox.exe o
02%1418126 2291 x4 ) .
° i D225%5610 5325 Diagnosis Trofan/Win.PUP.C4784040
Py - Detaits EOR_TROJAN_WIN_PUP_C4784040
025%2737 + Diagnostic Type Trojan
+ Scan Method Other Scans
* V3 Engine Version 2025.09.04.90
« Status [EEER can be deaned.
Behavior Analysis

Diagnosis: Detection Date:
" Trojan/Win PUP.CA784040 2025-09-05 09:10:03 10.26.4.102 (tentowers)

@ Information

Q: aeux.a B+C - @2 o 3 ) Q
Trojan/Win.PUP.C4784040
Basic Information
! * Detection Date 2025-09-05 09:10:03
* Log Received On 2025-09-05 09:11:56
* Inflow Route
+ Hash (MDS) 92051723d83c7affc22d64852087ada O
« Hash (SHA 256) 98f0dfe2e599e802b841b85776760d77cd7f658a21372¢701 7f8ealfde21
15a 3
- Path C:\Users\tharlaw\Downloads\Snaffierexe (3
“
> ) Diagnostic Information
J
8 ° | 7
‘ ‘ o1 a > @ : « Diagnosis Trojan/Win.PUP.C4784040
" ,  Diagnostic Type Trojan
tharlaw crashhelper.exe 5 i
10.26.4.102 @ > /é\ e > @9 e Scan Method Reak-time Scan
o « Status (B2 The file was removed because it was malware,
a3 explorer.exe firefox.exe
D2%1419186 #2914 \zzsmi’:"ns ]
S . I Threat Information
firefox.exe
D25%27 37
* Attack Vector
+ Attack Technique
« Impact

[ 3] Protections: Test 1 — J7AJLiBKFEEEHR

AhnLab EDR (&, #MEBHSAI 20— ReNzE4TT74)L Snaffler.exe MRIERI T ZFvESATVNIIEEIR
HUTeo TNUSOWVWT, BT >F I AYY1—->3> AhnLab V3 LE#L. E1T7J74)L% Trojan/Win.PUP.
C4784040 2L TEMTL . AIERITEIORIRZ BRIV, BEICARIERI7A I ZERUZIZIT TRY,
EDR 7> F 01 ADEEZBEU TEANICEOL SRS TFANCEMMTONz O 1-H - MBFTEELS
([CUTRREVS SR TRERRIRN DD,
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2. fRi&(Protections): Test 5

RBRRURBRBICBAUVRKEE L. awaynwood EWST1-H—7HUY MTERIVY RETY-ILEEL
wmiexec.vbs # C:¥Windows¥Temp /{R(CAD>0—- KUz, 2D, CORIVT NeERL. /LY —)—
heartshome(10.26.3.106)(cry NI—IHBZERK U,

10:35:18 10.26.4.104 (ironoaks)
@ Analysis
° Q 100% Q B+C @ Q
& ree
v Process Details
« PID 7960
* Hash (MD5) 267d6f660c7094d1007037d764bd80e3 (3
*+ Hash (SHA 256) 7abaSech6341023b2addc
icSe5 9 &
« Process Path C:\Program Files\Sarnor\2025erdt\rc.exe (3
« File Size 50,680bytes
= [, 3 + Digital Signature Issued by
.,/ Signer Microsoft Corp
‘ Issued by Microsoft Code: ing
o a2 RN i
a ) o .+ InflowRoute @orher
4 "+ Behavior Category BODT7@52:: 0346
awaynwood ~
10.26.4.104 (2] V3 Diagnostic Information
+ Diagnosis Malware/VBS.Generic.5C183030
AN 1 * Details EDR_MALWARE_VBS_GENERIC_SC183030
rc.exe . - SR
= « Diagnostic Type Malw
0.7 3646 @ 52
+ Scan Method Other Scans
* V3 Engine Version 2025.09.04.90
« Status a 4] The file was removed because
Behavior Analysis

‘ Search Q

[ 4] Protections: Test 5 - I 0~ K5k

D P D Host:
AEEE Malware/VBS. Generic. SC183030 B 10.26.4.104 (ironoaks)
@ Information
O : Q% v @ BEC @ Q
Malware/VBS.Generic.5C183030
Basic Information

+ Detection Date 2025-09-05 10:35:18
« Log Received On 2025-09-05 10:36:51

1 « Inflow Route

| + Hash (MDS) 28a80be3963/421c636bade7b381072 (I
+ Hash (SHA 256) be87f02b0df1e89% 1cd289c7b637 fdc1s

| e [ = 249
- Path C:\Windows\temp\wmiexec.vbs ()

<] A
® N2 Diagnostic Information
X o P
+ Diagnastic Type Malw,
" »
aweynood - g, gcrech i e
e + Status () The file was removed because it was malware.
o1 re.exe I Threat Information
Y 2
07346 & 52 © Aok ve

+ Attack Technique
= Impact

[ 5] Protections: Test 5 - J71JLERfEEHT

52 Test 1 ¢3BULT. AhnLab EDR ($4+EBH'5 C:¥Windows¥Temp /R (CHD>0—- Ranz=4T 771
wmiexec.vbs NARIERIT ZFrEEATVREZIRENIUZ, ZNICDWT. AhnLab V3 #5EFLU Malware/
VBS.Generic.SC183030 L2L T )L ZiBERT LIz,
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3. %0 (Detections): Substep 7.5 - AYTV=R
WEE(F htargaryen EWSI1—Y-7HUY MTRAA(>O> bO—5— redkeep(10.55.3.100)T NTDS Z’&

FULBRIBIRY > TICED NTDS J7/ IVt U, ATS51>05vF 2% ETU. INOTZHDFEERFEEL
T redkeep(10.55.3.100) T reg.exe 2E4TL. AT L)1 J =R THS harrenhal(10.55.4.103)D
Windows¥Temp¥system.hive /CAIIRFLLDEUT,

3 View Key Behavior Datalls - Chrome - o x
© FA2F  hups//52.78.5.152:8 00026483
Main Content and Diagnosis: Detection Date: Host:
Accessed the LSA Secrets registry key (CredentialAccess/DETECT.Event.M11795) 2025-09-04 09:56:11 10.55.3.100 (redkeep)
@ Analysis
° N Qe v @ B4+C | — @ Q o Search for diagram objects Q. (D)
@ powershell.exe
anct Q

Behavior category Severity e

2

v
n. £\ @ Accessed the LSA Secrets registry key R 5 Pl

%17 CredentialAccess/DETECT.Event.M11795

TADOOS Credentisl Access
o (=
) Target: reg.exe See m¢
~ - PID 5856
& A2 vssadmin.exe «ProcessPath  C:\Windows\System32\reg.exe
" o o 21 5 = Hash (MDS) eb20e119aaf500e2752dc5a588b54¢12
- ] « Hash (SHA d8b2
155010 e > i¢> 256) DA48ATS 1
« Flle Sze 94,208bytes
o . htacgary
0241 net.exe US0E ACONK.
mlm» 226 © Encoding/Decoding (Bases4)
#6016 %170 &5 [5)
"C:\Windows\system32\reg.exe” save hkim\system
a \110.55.4.103\C$\windows\temp\system.hive
P %7 ) % Attempted to inject into another process RID 10652 PIDS8S6

TAOOOS Defnse Evasan T4055 Process rjct

3 See mx

1%7

[ 6] Detections: Substep 7.5 —27LJ \A T O]

AhnLab EDR (&, IWEENRAL( > EIZIBEROTBEDHICEZINTVR reg.exe Z5FAL. SATL/\(J%
EIFHARFULSE T 2I0-2F1 TS LTHRRUIZ. LS AN\ T KR (HKLM¥SYSTEM) Lk UNC 1277
f7E(¥10.55.4.103¥C$¥Windows¥Temp¥system. hive) Z IEFE(CARENL. NS S TID(TA0006
Credential Access & T1003.002 OS Credential Dumping: Security Account Manager)zigftUrz. chic
&0, MEEDOEISEIRGBEDHNS AT L)\ THtz s IBAR TE LU,

4. #RH(Detections): Substep 7.2 - 939K

REIC. 777 REITIEE (L tlannister EWS1—-HY—-7H7> KT ahightower &LV AWS 7hHD > h/E
FRUfc. CCT. IEERI-Y -2 AR IILHCHEBRBEOBMGFR—IVIRANZSEU. TOMRACH-ST
ahightower 7h9> MR UTZ,

AhnLab XDR (&, HEENBIFEOR—JRAISIB T3 1I-I-URANEUSUI®HE . 7HI> MR U
LR UIce RS RRBIE 7= L AT - 20— X (CEIF I BFRPIAIC— D07 ) Ty MeBHIUTERZ Toolz.
e a + targaryen

e t + lannister

¢ j + mormont

¢ a + hightower

FFUCR%E. AhnLab XDR (3% 9" tlannister(IXE#E )M ListUserPolicies LU ListUsers 1> MziEL TBEF
DOI1-Y—-VZAMS LN —%BUSF I 2HcDTEVEARANUT,
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() Dashboard

Risk Management
@ Risks

Lo Assets

€ Threat Intelligence

Q search

Configuration
S Scenario Rules.
= Response

@ Reports

0 Notifications
% Data Hub

& Administrators
B Logs

£33 Settings

AhnLab XDR

& Risks > Intormanon > 291231

291237

of Multiple i i

Multiple information retrieval activities have been detected.

Summary  Evidence  Entities  RelationGraph  Logs

= Cloud Activity Detection
2025-09-0413:3022

* TacticID TAQOOT: Discovery

+ Source IP 52200116137

- Behavior list

* Event Name UstUserPolicies

* Cloud Region us-east-1

* Identity armaws:sts:: umed
Identifier

+ usemame ahightower

+ cloud-objkey AssumedRole

o Cloud Activity Detection
2025-09-0413:30.06

* Tactic ID TAQ0OT: Discovery
* Source IP 52200116137
* Behavior list
* Event Name Ustusers
+ Cloud Region us-east-1
* Identity Resource  am:aws:515:1325014091
Identifier
* requestid 76{f2731-2369-410e-02¢8-cdf33871179f

Notice | PrivacyPolicy | Termsof Service | ContactUs

Technique ID

User Agent

Outcome.

Event Source

Account ID

Credential Type

requestid

Technique ID

User Agent

Outcome:

Event Source

Account ID

Credential Type

cloud-objkey

7] Detections: Substep 7.2 - 1-HY—UZXRBLUARUZ—DA VR—b

‘T1087.004: Account Discovery. Cloud Account

Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

success

iam.amazonaws.com

132501409176

AssumedRole

{31bc8b2-555e-da1b-aga1-cdafbecadsff

‘T1087.004: Account Discovery: Cloud Account

Mozilla/5.0 (X17; Linux x86_64; rv128.0) Gecko/20100101 Firefox/128.0

success

iam.amazonaws com

132501409176

AssumedRole

AssumedRole

ZUT, tlannister(I{E&)H* CreateUser 1> Mz@BU T ahightower Z/ER 9 21822 180U,

() Dashboard

Risk Management
@ Risks

o Assets

@ Threat Intelligence

Q Search

Configuration

@ Scenario Rules

Response

Reports

0 Notifications
o4, Data Hub

2 Administrators
B Logs

£33 Settings

AhnLab eBook

AhnLab XDR

291350

Cloud User Account Change Detection

Detects changes to cloud user accounts (create, delete, update, etc.).

Summary  Evidence  Entities  Relation Graph  Logs

o Cloud user account has changed.
2025-09-04 133005

+ Tactic ID TA00O3: Persistence
* Source IP 52200116137

+ Behavior create

* Event Name. CreateUser

* Account ID 132501409176

* Credential Type  AssumedRole

« Cloud resource has been queried.
2025-09-04 13:20:37

- Source IP 52200.116.137
* Behavior get

+ Event Name GetPolicy

+ Account ID 132501409176

* Credential Type  AssumedRole

 Cloud resource has been queried.
2025-09-0413:29:37

- Source IP 52200116137
* Behavior list

* Event Name. ListPolicies

* Account ID 132501409176

Credential Type  AssumedRole

8] Detections: Substep 7.2 - ahightower O{/ER%

Technique ID
User Agent
Outcome
Cloud Region

Identity Resource
Idenifier

User

User Agent
Outcome
Cloud Region

Identity Resource
Identifier

User Agent
Outcome
Cloud Region

Identity Resource
Identifier

T1136.003: Create Account: Cloud Account

Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

success

us-east-1

ahightower

Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

success

us-east-1

am:aws:sts:1325014091

Mozilla/5.0 (X1

success

us-east-1

inux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

325014001



AhnLab XDR (&, s%Z4T78)(CxiL. Defense Evasion (TA0005) & Masquerading
Name(T1036.010) £LEENA TID E5RBAZIREUR.
Ahnlab XDR

Cloud User Account Change Detection

Assets am:aws:sts:132501409176:

2025-09-0413:45:13 Rule 1D 610105 (7

0003) @ v

tion (TA0004) (7~

(TA000S) (7 A
Masquerading: Masquerade Account Name(T1036.010) (7

Impact (TA0040) [ v

:5ts::132501409176:

Name amaws:515:132501409176:assumed-
role/kingslanding-sso-admin/tannister

[ 9] Detections: Substep 7.2 - i#ti TID 2t

: Masquerade Account

FEHBE. WEEMRIEEZ BHCT D> MEREL. [EER7IDY MESCRE21TEZIToOI L% IRtk

(CEEETERLIICUE.

faam : MEIENERM D TEREZZR(C

MITRE ATTRCK®:Hifl(L. £HFRTMENZRDHSNTVWZHITHD ., EROEZRMEFAUUIBIHRFETIE
KENTW3, 7>5ME. COFHMIETAS T ZREDTI RICHIZDE D IERT, SIEN LB RO RES SO EERR
FNH%SEBALT, &5(C. COFHIICSEERE CENL. BERMN R Z2 15659 2R, fBXRAVYY1—-23>

OEEDEL THREDERZEH TVDEVWIR TASRERN DS,

MITRE ATT&CK®FHTISV> R7DFER (G XA1F—DU1T YA hTHEERTES ASHAICSHINLILY > SIROERIC

9255 IEHRIE. 7> IROUITY A NTHERRTES,
»AhnlLab EDR 25153 L<R3
P»AhnLab XDR &5(C5¥(LKR3
»AhnLab EPP &5(5¥<E3
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https://evals.mitre.org/enterprise/er7/
https://www.ahnlab.com/jp/product/endpoint-detection-response
https://www.ahnlab.com/jp/product/extended-detection-response
https://www.ahnlab.com/jp/product/endpoint-protection-platform
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