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The Evolution of Threat Detection & Response

AhnLab XDR enables our customers to effectively cope with cyber threats across all security
domains by delivering precise threat detection, correlation analysis, and risk scoring capabilities.

Overview As cyber threats become sophisticated in the digital transformation era, organizations are adopting more security
products to defend against modern attacks. The increasing number of point products makes cybersecurity staff
struggle with addressing a massive amount of security events and prioritizing cyber risks. Businesses are now
expecting a holistic security approach, and this is where XDR(eXtended Detection and Response) comesiin.

AhnLab XDRis a cloud-based, SaaS-delivered platform that collects and analyzes logs from various systems
and helps customers prioritize and manage cyber risks. Powered by artificial intelligence and machine learning
technology, AhnLab XDR integrates and normalizes logs from heterogeneous products and performs user/asset-
based risk analysis, ultimately allowing customers to upgrade their security with an optimal response capability.
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Key Features

AhnLab XDR normalizes and enriches the initially collected data and conducts a correlation analysis. Then, it

generates arisk score based on the analysis that ultimately enables customers to build a threat response strategy

with a thorough understanding of the priority and impact of cyber threats.

Risk Scoring
Account 4,004 Email
Period - Last 30 day(s)
a Lo
Impacted Users Impacted Devices
840 1,808
Risk ID Detected | Severity
1270210 2026-01-26 13:22:49 o
1270198 2026-01-26 13:15:35 o
1270193 2026-01-26 13:05:46 o
1270191 2026-01-26 12:55:42 o
1270190 2026-01-26 12:53:51 o
1270186 2026-01-26 12:45:34 o
Up-to-date

Scenario Rules

147 Network 247 Data 252 Endpoint 1,059 Cloud 47
® Medium ® Low
600
0
\%\w" R A& & & <
~
RiskFactor v || KillChain || Detected B9 RuleName v | Enter Keyword ]
Risk Score Status Rule Name Risk Factor Kill Chain Assets Manage
6 New Remote Desktop Client Launched After RDP. Account | Exploitation o1
1 New Login Attempt From SQL Injection Source IP Network | Delivery 2303
1 New Internal Document Sensitivity Changed and Data | Delivery anm
3 New Login Attempt from Restricted Country afte. Account | Delivery 287
4 New Cloud Service Login Without Multi-Factor A Cloud | Exfilration & 2O
1 New Cloud Monitoring Service Disabled Cloud | Delivery 2202

* Scenario Example: An insider attempts to leak the critical file

Set threshold by analyzing the user behavior pattern for a month

v Working from 9am to 7pm

v Downloading less than ten files per hour

v Uploading files to the internal server - less than 300mb per month

v Not using an external email account

v Merely sending files to external email - less than 10mb per month

AhnLab XDR is equipped with pre-defined scenarios of existing and prevalent cyber risks. By continuously
updating the scenario rules, AhnLab XDR ensures users always stay ahead of the latest threats.

Information Behavior Timeline
Account Loggingin to the proper user account 9:00pm
Time/Location Working at 9pm (office)

System Access Accessing the internal document management system 9:00pm
Download History Downloading 200 project files 9:01pm - 9:30pm

File Compression History Compressing multiple project files 9:31pm
Accessing individual email account
External System Access Logging in to external email 9:35pm
Attachment size increased ' Off-business hours
File Attachment History Attaching large file to the email 9:36pm
None AhnLab XDR detects and blocks suspicious 9:370m
behavior of data leakage P
None Security team checks AhnlLab XDR dashboard 10:00am (next day)




Key Features

Threat Intelligence AhnLab XDR offers a threat intelligence-based monitoring feature that allows customers to check how much their
based Monitoring assets are related to I0OCs confirmed by AhnlLab TIP and carry out an immediate response measure. Also, the
integration with AhnLab TIP provides richer content for customers, such as news clipping and security advisory.
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Log Collection and Interoperating with our EPP and EDR, AhnlLab XDR can collect additional data from users/assets and leverage
Integrated Threat them for an optimal response. The data acquisition process does not require the agent as the data can be
Response collected from AhnLab Data Hub, where all the security product data reside.
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MITRE ATT&CK For five consecutive rounds, AhnLab has demonstrated excellent performance in the MITRE ATT&CK Evaluation,

Evaluation Proven one of the industry’s most rigorous security evaluations. In Round 7 announced in December 2025, AhnLab
achieved 100% Protections using AhnLab XDR, EDR, and EPP, demonstrating outstanding threat visibility and
detection accuracy across on-premises and cloud environments.

Notably, Round 7 introduced cloud threat scenarios for the first time. AhnLab XDR established a cloud-native
detection framework by integrating with AWS resources, which effectively detected malicious behaviors as threat
actors moved across cloud environments and provided detailed technique-focused detection insights.

O

100% Protections (with EPP, EDR) Deep Threat Visibility Precise Real-time Detections
Rock solid defense. 100% accuracy. Intuitive attack analysis insights Minimizes false positives
Precisely blocks only malicious behaviors Contextualized cross-OS visibility Detects every event with zero delay
Benefits With AhnLab XDR, customers can precisely identify the risks and prioritize them based on the risk score. For the

risk that needs to be addressed, seamlessly integrated security products offer optimized response measures. Al
in all, the benefits of AhnLab XDR truly matter as it essentially improves an organization’s level of security as well
as operational efficiency.

AhnLab, Inc.

Precise Risk Identification

AhnLab XDR monitors assets (device ID, host name, IP, Mac, etc.) of users (ID, company name,
department name, employee name, email address, etc.) and precisely identifies the risk by
conducting correlation analysis on “entity status”, and “user/device behavior”.

Seamless Interoperation, Systematic Response

AhnLab XDR collects logs from heterogeneous products and performs data correlation analysis,
allowing customers to systematically respond to the confirmed incident by leveraging features of
different products.

Advanced Security with Better Efficiency

Our SaaS-delivered XDR offers continuous updates as well as better operational efficiency. The
integration of AhnLab XDR with our threat intelligence platform allows customers to check the latest
cyber threats and level of impact on their assets. Moreover, it can collect logs from different products
without the agent, minimizing performance impact.
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