
Next-Generation Unified Endpoint Protection Platform

Convenient centralized management with a unified agent and single management console
Powerful threat response via correlating policies and response measures

AhnLab EPP is a next-generation endpoint protection platform focused on threat management and response. 
Based on a unified agent and single management console, it efficiently manages complex, multi-layered endpoint 
environments and responds more effectively to sophisticated security threats.
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Key
Advantages Convenient

Operations

• Unified and efficient security operations through a single management console
• �Enhances operational convenience through web-based management console and various 

management functions

Optimized Threat 
Response & 
Management

• �Comprehensive threat monitoring and response through integration with various security 
solutions, from anti-malware (V3) to EDR 

• �Maximizes security monitoring effectiveness through Syslog integration with third-party solutions

Flexible Scalability 
& Operational 
Stability

• Flexible, software-based deployment and scaling
• Easy server expansion and addition using a scale-out architecture



Distinctive 
Security
Framework

AhnLab EPP’s unified agent and centralized management console provide seamless integration and efficient 
management of security solutions, including anti-malware, patch management, personal data leak prevention, 
vulnerability assessment and remediation, device control, and endpoint detection & response (EDR).

Simplify your security operations with a unified agent and single management console
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Personal Data Leak Detection & Prevention Solution
• Detects and blocks suspected data leakage through various endpoint channels
• Maximizes detection accuracy and user convenience with neuron search technology 
• �Detects personal information within various document formats using document conversion technology

EPP Privacy 
Management

Device Control & Integrated Management Solution
• Blocks access to key external devices and controls file transfers to removable storage media
• �Supports time-based control policies and device-specific exceptions tailored to the customer’s work 

environment 
• Monitors device control status and manages history by logging control activities

EPP Device 
Control

Endpoint Threat Detection & Response Solution

Technical Evaluations

• Next-generation EDR solution from an industry-leading endpoint security provider
• Collects and analyzes all behavior information of endpoints through a behavior analysis engine 
• Provides continuous monitoring with enhanced endpoint threat visibility 

• �MITRE ATT&CK® Evaluations  
Achieved 100% protection in Round 7, with real-time detection results and zero delay.

•� �SE Labs Advanced Security Test 
Earned the highest “AAA” rating with 100% threat detection accuracy.

EDR

Best-in-Class Anti-Malware Solution
• �Industry-leading malware response capabilities verified by renowned international testing authorities
• Powerful malware detection based on multi-dimensional analysis platform 
• PC and server security based on multi-OS 
 - �For PC: V3 Internet Security 9.0, V3 Endpoint Security 9.0 (with media management feature), V3 for Mac, 

V3 Desktop for Linux 
 - For Server: V3 Net for Windows Server, V3 Net for Unix/Linux Server

V3

Unparalleled Patch Management Solution
• Provides safe patches verified by AhnLab’s proprietary patch lab 
• Prevents security incidents through automated patch management 
• Allows configuration of various patch management policies

EPP Patch 
Management

Vulnerable PC Assessment & Remediation Solution
• Industry-leading assessment coverage compared to similar solutions
• Allows addition of scanning targets via admin-defined scanning feature
• Maximizes user convenience with automated remediation feature 

EPP Security 
Assessment



Automated Syslog Integration 

• Seamless integration with various third-party solutions such as SIEM, ESM, and unified log management
• �Supports Syslog UDP, TCP, and TCP over SSL, allowing security administrators to selectively designate 

integrated data
• �Enhanced threat intelligence through integration between AhnLab’s solutions, such as AhnLab EDR, and third-

party security solutions

Automated Collection of Endpoint Threat Information 

• Analysis of suspicious behaviors on endpoints
• Automatically collects threat intelligence through agents (AhnReport auto-collection and viewer) 
• Leverages AhnLab Professional Service for additional analysis and response
    - Provides detailed analysis reports and response guidelines

Flexible Scalability and Operational Stability 

• Supports various system deployment methods based on customer size and environment.
• Enables flexible expansion through modular configuration and diverse deployment options
• �Ensures operational stability by preventing performance overload and distributing workloads via load balancer 

(active-active)

Powerful 
Threat 
Response

AhnLab EPP enables more powerful security threat response by seamlessly correlating and configuring rules and 
response measures across multiple endpoint security solutions. Security administrators can apply various security 
policies as needed, allowing for customer-driven and proactive security operations.

• �Correlation Rule Configuration: Configure policies by correlating individual product conditions using and/or rules
• �Correlation Response Configuration: Set individual or common response policies for systems that violate 

correlation rules, with support for sequential execution

Example of Correlation Rule Configuration Example of Correlation Response Configuration

For systems that violate correlation rules:

▲ Send alert notifications

▲ Run scans with V3

▲ Apply patches with EPM

Among systems running Security Agents of a specified 

version or earlier, detect those that:

▲ Have not been scanned by V3 for a specified period (and)

▲ Have a patch rate below 70% (or)

▲ �Have V3 malware detections exceeding a specified 

threshold within a given period

AhnLab EPP’s diverse and convenient features enable organizations to establish an optimized security operational 
framework tailored to their specific business environment and security needs. 

Optimized 
Security 
Operations
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Enhanced 
Management 
Convenience

AhnLab EPP provides a web-based management console along with various management menus for convenient 
operation of security solutions. Through its intuitive, dynamic UX dashboard, it delivers at-a-glance endpoint threat 
visibility, enabling security administrators to efficiently manage security posture and respond immediately to threats.

▲ AhnLab EPP Dashboard 


